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1. Introduction 
 
1.1 Safeguarders are deemed to be Data Controllers under the Data Protection 

Act 1998 (the DPA 1998).  Due to the nature of their role, safeguarders will 
receive information and data from other sources.  It is their legal duty under 
the DPA 1998 and responsibility as a safeguarder in complying with the 
Practice Standards for safeguarders to make sure that this information and 
data is managed securely.  Non-compliance with the Practice Standards for 
safeguarders and the DPA 1998 will lead to careful consideration of the 
safeguarder’s Ministerial Appointment and potential prosecution under the 
DPA 1998. 

 
1.2 Safeguarders have to register with the Information Commissioners Office (the 

ICO) as Data Controllers and paragraphs 3 and 4 below deal with how 
safeguarders go about doing this.  

 
1.3 As a registered Data Controller, a safeguarder will be responsible under the 

DPA 1998 for the personal data they create, generate, receive, send and/or 
otherwise process in a secure manner.   

 
1.4 The Children’s Hearings (Scotland) Act 2011 (Rules of Procedure in Children’s 

Hearings) Rules 2013 Part 3 rule 9 outlines the duties of the safeguarder in 
respect of information and documents under the Act as follows: 

 
“9(1) Any documents which are given to a safeguarder by the Reporter under, 
or by virtue of, the Act or any other enactment must be kept securely in the 
safeguarder’s custody and returned to the Reporter on the termination of the 
safeguarder’s appointment. 

 
 (2) The safeguarder must not cause or permit any information which they have 

obtained by virtue of their appointment as a safeguarder under the Act to be 
disclosed, except as permitted by virtue of the Act or any other enactment”. 

 
1.5 Standard 5 of the Safeguarders Practice Standards outline what is expected of 

safeguarders as follows:- 
 

“A safeguarder must maintain confidentiality and shall not disclose information 
in accordance with the law” (Appendix 7) 

 
1.6 Much of the information that safeguarders receive will form the basis of their 

reports and recommendations.  Therefore it is essential that safeguarders are 
provided with effective data management guidance to enable them to record 
information in relation to each safeguarding appointment.   
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2. The purpose of this guidance 
 
2.1  The purpose of this guidance is: - 
 

 to provide safeguarders with the clear data management guidance 
referred to at paragraph 1.6 above; 
 

 to highlight the legal responsibilities of every safeguarder to protect and 
secure both paper and electronic documents; 
 

 to assist safeguarders in complying with the Practice Standards for 
safeguarders and in particular to (although not limited to) Standard 5; 
 

 to provide practical guidance as to what steps safeguarders have to 
take in order to comply with their legal responsibilities under the DPA 
1998. 
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3. Amendment to the Policy and Guidance: March 2016 

Reports and Communications typed by others 

Holding data/information in electronic/paper format as part of company/firm 
data/information. 
 
Safeguarders are required to practice in their role to comply with requirements in 
terms of the Data Management Policy and Guidance for Safeguarders (‘the Policy 
and Guidance’).  Some current safeguarder practice needs to change so that 
safeguarders can comply with their obligations as covered in the Policy and 
Guidance.  The changes that are required can be implemented on a phased basis to 
allow sufficient time for compliance to occur.  These changes are: 
 
1. Where a safeguarder is having his or her reports or any communications typed by 

others, this practice must stop as soon as possible but by mid February 2017 at 
the latest.   
 

2. Where safeguarders are holding data or information, in electronic or paper format, 
this must only be able to be accessed by the safeguarder and no other 
person. This means that any safeguarder holding  his or her safeguarder data or 
information as part of his or her company or firm’s data or information, which can 
be accessed by any other person, must stop as soon as possible but by mid 
February 2017 at the latest. 

 
This amendment to the Policy and Guidance allows safeguarders to operate without 
full compliance with the requirements in the Policy and Guidance in relation to the 
practice specified in 1. and 2. above, until the specified changes are made within the 
timescales specified.   
 
March 2016 
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4. Data protection and safeguarders registering as Data Controllers 
 
4.1 Safeguarders must register as Data Controllers and the Scottish Government 

has agreed to meet any associated cost of doing so (please see paragraph 4 
below which sets out how to become a registered Data Controller).    

 
4.2 As a registered Data Controller, a safeguarder will be responsible for the 

personal data they create, receive, send and/or otherwise process in their role 
as a safeguarder. 

 
4.3 There are eight data protection principles ensconced in the DPA 1998.  These 

specify that personal data must be: 
 

1. processed lawfully and fairly; 
2. obtained for specified and lawful purposes; 
3. adequate, relevant and not excessive; 
4. accurate and up to date; 
5. not kept any longer than necessary; 
6. processed in accordance with the “data subject’s” (the individual’s) 

rights; 
7. securely kept; 
8. not transferred to any other country without adequate protections in 

situ. 
 
4.4  A safeguarder will handle both ‘personal data’ and ‘sensitive personal data’ in 

their role. 
 
4.4.1 The Data Protection Act defines ‘personal data’ as being information about a 

living person that allows them to be identified and that is kept in any type of 
filing system.  This includes names, addresses, telephone numbers and email 
addresses (stored in paper form or electronically). 

 
4.4.2 The Act further defines ‘sensitive personal data’ as information concerning 

racial or ethnic origins; political opinions; religious beliefs; trade union 
membership; physical or mental health; sexual orientation; offences and court 
proceedings. 

 
4.4.3 Appendix 2 provides for fuller definitions of both ‘personal data’ and ‘sensitive 

personal data’. 
 
4.5 In practice, this means that safeguarders must:- 

 

 have legitimate grounds for collecting and using the personal data; 
 

 not use the data in ways that have unjustified adverse effects on the 
individuals concerned; 
 

 be transparent about how they intend to use the data, and give individuals 
appropriate privacy notices when collecting their personal data (please see 
paragraph 6 below in relation to privacy notices); 
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 handle people’s personal data only in ways they would reasonably expect; 
 

 make sure they do not do anything unlawful with the data; 
 

 when collating and handling data, safeguarders must be open and honest 
about their identity; 
 

 tell people how they intend to use any personal data they collect about 
them (unless this is obvious);  
 

 store and handle data securely (whether paper or electronic) – this, for 
example can mean storing paper records in a  locked cabinet and storing 
electronic data in encrypted format; 
 

 transfer data (whether paper or electronic) appropriate and securely – this 
for example, can mean transferring paper records by secure courier and 
transferring electronic records using encrypted communication methods.   

 

 above all, not use people’s data in ways that unjustifiably have a negative 
effect on them and, in particular, ensuring data is secure at all times in 
accordance with Standards 5 and 6 of the Practice Standards for 
safeguarders. 
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5. How to become a registered Data Controller 
 
5.1 As safeguarders are deemed to be Data Controllers under the DPA 1998, they 

have to register as one with the Information Commissioner’s Office if they 
have not already done so.  In order to assist, Appendix 3 provides a step-by-
step guide.  This is a relatively quick and simple process and the registration 
fee will be reimbursed to you by the Scottish Government. 

 
5.2 Please note that the Data Controller registration will last for 12 months and will 

have to be renewed annually.  The ICO will contact safeguarders direct with 
regards the renewal of the registration.  The Scottish Government will 
reimburse all future renewal of registration fees.   

 
5.3 Safeguarders can claim back the initial registration fee and all future renewal 

fees as an expense (with proof of payment) on the National Safeguarders 
Panel expenses claim form.   

 
 

6. Data Controller Training   
 

6.1 All safeguarders will be offered training with the ICO.  Safeguarders must be 
provided with sufficient information to fulfil their data protection responsibilities.  
Attendance at training will provide further guidance and support to enable 
safeguarders to comply with their legal requirements while also contributing to 
Safeguarders’ Practice Standard 7 of the Practice Standards for safeguarders: 
‘Keeping up to date with Skills and Knowledge’.  

 
 

7. Privacy notices  
 
7.1 When a safeguarder is collecting information from people, the safeguarder 

should provide a “privacy notice” - this can be an oral or written statement 
(though good practice would suggest that it is written).  It can be helpful to 
avoid technical language in the privacy notice and be clear about information 
sharing. For example, the notice could simply be headed up “how I will use 
your information”. 

 
In order to assist safeguarders, there is a template of a privacy notice at 
Appendix 4.  

 
7.2 In general terms, a privacy notice should state: 
 

 the safeguarder’s identity; 
 

 the purpose or purposes for which the safeguarder intends to process the 
information; and 
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 any extra information the safeguarder needs to give individuals in the 
circumstances to enable the safeguarder to process the information fairly. 

 
7.3 When deciding whether to give any other information in the interests of 

fairness, the safeguarder has to take into account the nature of the personal 
data and what the individuals concerned are likely to expect.  It is also good 
practice to tell people how they can access the information the safeguarder 
holds about them, as this may help them spot inaccuracies or omissions.   

 
7.4 The Information Commissioner’s Office (the ICO) has issued a privacy notice 

code of practice to assist in the drafting of clear privacy notices and to ensure 
that information collected about people is done in a manner which is fair and 
transparent. The code explains that when information is likely to be used in an 
unexpected, objectionable or controversial way, or when the information is 
confidential or particularly sensitive, the duty to provide a privacy notice is far 
more important.  The code also makes it clear that if what you do with data is 
evident, then informing people is unnecessary.   

 
 

8. What is data?  
 
8.1 Data can:- 
  

 be a single piece of information or a collection of information that is 
evidence of an activity or decision; 

 

 tell the story of how a safeguarder went about their role or why a particular 
decision or recommendation was made.  

 
8.2 It is also important to recognise that data (paper or electronic) can be in a 

number of forms for example: 
 

 correspondence (letters, emails etc.); 
 

 notes of meetings, discussions and telephone calls, including taped/ digital 
recordings; 
 

 safeguarder reports; 
 

 reports from other bodies; 
 

 legal advice received by safeguarders when they are legally represented. 
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9. Filing 
 
9.1 Safeguarders may have access to a significant volume of information and 

personal data relating to children, relevant persons and their circumstances.  
They may also have access to information pertaining to more than one 
appointment. 

 
9.2 Files are the correspondence and decisions reached (and the reasons why) 

and what action was taken. Incorrect or inadequate records may lead to 
mistakes, confusion and unnecessary work.  For the time period that 
safeguarders should be retaining records, correct filing helps to ensure that 
related documents are kept together or can readily be brought together and 
produced when required. 

 

10. Storage of files and data including use of encrypted memory sticks 
 
10.1 As safeguarders will handle both ‘personal data’ and ‘sensitive personal data’, 

every safeguarder will be responsible for the appropriate storage, transmission 
and destruction of the data. 

 
This practice is in line with Practice Standard 5, 3rd bullet point which states 
that: 

‘information held electronically will be securely protected by him or her 
and in line with policies and guidance relevant to safeguarders’ 

 
10.2 Safeguarders must ensure that all information is protected and secured. In 

practice this means:- 
 

 safeguarders have a responsibility to ensure that no other individual has 
access to any paper or electronic files and should be equally diligent in the 
place of work, at home or in transit; 
 

 all electronic files (i.e. anything created, received and or otherwise generated 
during your role as a safeguarder) should be stored on the secure encrypted 
memory stick provided by the Scottish Government; 
 

 no electronic data should ever be stored on the safeguarder’s home 
computer’s hard drive, the hard drive of the safeguarder’s work computer, or 
any other computer that the safeguarder has access to; nor should any other 
form of portable electronic storage be used (i.e. an external hard disk, a 
memory card, a CD or DVD and so on).  In practice this means as stated 
above, that all electronic data should be stored on the secure encrypted 
memory stick which will be provided to safeguarders by the Scottish 
Government;  

 

 the use of public cloud storage services, such as Google Docs, Amazon 
Cloud, Microsoft SkyDrive, DropBox and others, is also not permitted; 
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 wherever and whenever possible, data should be stored electronically and not 
in paper form; 
 

 when data is stored in paper form, all paper files should be kept in lockable 
storage that only the safeguarder has access to. 

 
10.3 Many of the requirements around data protection can be achieved through a 

common sense approach to data security, for example:- 
 

 if you leave any computer switched on and unattended lock the computer; 
 

 be conscious of who can see your work and screen, especially in public 
places; 

 

 only print files if you are certain that you will collect the printing; 
 

 never leave IT equipment unattended in public places and take special 
care in public places like airports, hotels and conferences or meetings; 

 

 if you must leave IT equipment or any paperwork in your vehicle, ensure it 
is locked in the boot, out of sight; 

 

 paperwork and computers should be transported in a locked carrier and no 
information should be visible to other travellers. 

 
10.4 As mentioned above, the Scottish Government is responsible for the 

encrypted memory sticks and the distribution of these.  These will be provided 
to safeguarders free of charge. Practical guidance on how to operate the 
encrypted memory stick is at Appendix 5.  

 
 

11. Review and disposal of data 
 
11.1 Safeguarders may accumulate large amounts of data when dealing with any 

one appointment.   
 
11.2 Safeguarders must ensure that they carry out regular reviews on the need to 

retain paper and electronic records.  The length of time that data is retained by 
safeguarders should be commensurate, proportional and reasonable. 

 
11.3 At the end of the safeguarder’s appointment, in accordance with duty to return 

all paperwork (Reg 10(4)), all data held by the safeguarder in paper or 
electronic format must be returned to SCRA, destroyed or deleted.  

 
11.4 No data should be held by the safeguarder unless the safeguarder can justify 

this in line with policies and guidance relevant to safeguarders such as a child 
protection referral.  In these circumstances, once the referral has been made, 
the safeguarder should return the data to SCRA, destroy or delete it in line 
with this policy.   
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11.5 All papers received from the Reporter must be returned to SCRA in 

accordance with the Regulations unless otherwise agreed with the Reporter.   
 
11.6 Putting papers into household waste or recycling is not acceptable as this is 

not a secure way to destroy paperwork.  Paperwork should be shredded to 
ensure that it has been destroyed in a secure fashion.  If a safeguarder is 
unable to destroy papers securely, they can be provided to SCRA to be 
disposed of securely.   

 
10.7 When a safeguarder tenders their resignation, all materials, paper or 

electronic files must be disposed of.  All paper materials must be returned to 
SCRA for disposal if a safeguarder is unable to dispose of the same 
themselves.  Encrypted pens must be returned to the Safeguarders Panel 
Team.  Safeguarders are also asked to check hard drives of any electronic 
device used to ensure there are no materials on these systems.  Safeguarders 
will be asked to confirm in writing that they have complied with this.  

 
 

12. Electronic transmission of case information – use of secure email such 
as CJSM 

 
12.1  Sending personal data by email in an unsecure and/or unencrypted form is not 

permitted under the DPA 1998.  Therefore safeguarders must use an 
encrypted email system to send files, documents, records and/or attachments 
that contain personal data (that is, but not limited to, the name of a child or 
family member, their address, case details).  

  
12.2 Email transmissions using standard email systems are not secure and 

are subject to interception and interference (for example domestic email 
accounts such as Hotmail, TalkTalk, Gmail, Yahoo, tiscali, btinternet, sky.com) 
are not secure.  Additionally, the vast majority of corporate email accounts will 
not be secure either. 

 
12.3 When communicating with SCRA and the Safeguarders Panel Team by email, 

safeguarders can use the Criminal Justice Secure Mail (CJSM) or any other 
secure mail system approved by the Scottish Government in the future for use 
by safeguarders.  CJSM is a secure email system for transmission of data 
currently used by SCRA and the Safeguarders Panel Team to send emails 
and information to safeguarders about the case that they are assigned to.   

 
12.4 In order to be able to send and receive secure emails via CJSM, safeguarders 

can obtain a CJSM email address free of charge.  Practical guidance on 
setting up a CJSM email account is at Appendix 6.  

 
12.5 Should SCRA change the secure email service that it uses, safeguarders will 

be informed and provided with the necessary guidance. 
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12.6 It is the safeguarder’s responsibility to ensure that all email communication 
containing personal data is secure at all times.  

 
 

13. Data Breach 
 
13.1 As Data Controllers, it is the responsibility of the safeguarder to ensure that all 

data is secure at all times. 
 

Practice Standard 5, Confidentiality, outlines the responsibilities of a 
safeguarder to ensure that (amongst other things): 

 
 ‘the Safeguarders Panel Team and the Scottish Children’s Reporter 
Administration are informed immediately when the safeguarder has lost or 
mislaid information  
 
And  
 
‘appropriate action is taken if a safeguarder is aware that there appears to 
be a breach of confidentiality due to another’s action or inaction’. 

 
13.2 In the event of a data breach i.e. when any data, whether in paper or 

electronic form, has been lost or sent to a wrong recipient in error, 
safeguarders must adhere to the following process:- 

 

 contact the SCRA office relevant to the case and notify them of the data 
breach immediately they become aware of any data breach; 
 

 contact the Safeguarders Panel Team immediately they become aware of 
any data breach.   

 
13.3   Safeguarders should also be aware that the inappropriate sharing and 

disclosing of verbal information is also considered a data / confidentiality 
breach. Practice Standard 5, bullet point 4 explicitly states that: 
‘information is not disclosed in conversations in public places to others who 
have no right to know an individual’s details’. 

 
13.4 If a data breach occurs despite a safeguarder having complied with the 

Practice Standards for safeguarders and their legal responsibilities under the 
DPA 1998, safeguarders will receive support and guidance in reviewing their 
data management responsibilities and processes.  Safeguarders will also be 
given help to put strategies in place to avoid a reoccurrence and to address 
the impact the data breach has on the child and any other person to whom the 
data breach is in relation to.  

 
13.5 If a data breach occurs as a result of a safeguarder’s non-compliance with the 

Practice Standards for safeguarders and their legal responsibilities under the 
DPA 1998, safeguarders must be aware that this will lead to careful 
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consideration of their Ministerial appointment and potential prosecution under 
the DPA 1998. 

14. Review of Guidance 
 
14.1  This guidance will be reviewed regularly and at least on an annual basis 
 

 

15. Summary of what safeguarders have to do in order to comply with 
their legal responsibilities under the DPA 1998 – practical steps 

 
• Register as a Data Controller (see paragraph 4 above); 
 
• Consider need to attend relevant ICO Data Protection Awareness training (see 

paragraph 5 above); 
 
• Consider privacy notices and how to use one in practice (see paragraph 6 

above); 
  
• Consider filing, storage, retention, review and disposal of data (see 

paragraphs 8, 9 and 10 above); 
 
• Use encrypted memory sticks to be provided by the Scottish Government (see 

paragraph 9 above); 
  
• Register for use of secure email such as CJSM (see paragraph 11 above).  
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APPENDIX 1 - Key principles of data protection 
 
 

First Principle:-  
 

Personal data shall be processed fairly and lawfully 
 
Second Principle:-  

 
Personal data shall be obtained only for one or more specified and 
lawful purposes, and shall not be further processed in any manner in 
compatible with that purpose of those purposes. 

 
Third Principle:-  

 
Personal data shall be adequate, relevant and not excessive. 

 
Fourth Principle:-  

 
Personal data shall be accurate and, where necessary, kept up to date. 

 
Fifth Principle:-  

 
Personal data processed for any purpose or purposes shall not be kept 
for longer than is necessary for that purpose or those purposes. 

 
Sixth Principle:-  

 
Personal data shall be processed in accordance with the rights of data 
subjects under the Data Protection Act. 

 
Seventh Principle:-  

 
Appropriate technical and organisational measures shall be taken 
against unauthorised or unlawful processing of personal data and 
against accidental loss or destruction of, or damage to, personal data.  

 
Eighth Principle:-  

 
Personal data shall not be transferred to a country or territory outside 
the European Economic Area (EEA) unless that country or territory 
ensure an adequate level of protection for the rights and freedoms of 
data subjects in relation to the processing of personal data.  
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APPENDIX 2 - What constitutes personal data and sensitive personal data? 
 
 
‘Personal data’ is defined in the DPA 1998 as data which relates to a living individual 
who can be identified – 
 

(a) from those data, or 
 
(b) from those data and other information which is in the possession of, or is 

likely to come into the possession of, the data controller 
 
and includes any expression of opinion about the individual and any indication of the 
intentions of the data controller or any other person in respect of the individual. 
 
In practice this would include names, addresses, telephone numbers, dates of birth, 
expression of opinion, CCTV footage - in other words anything which identifies a 
living individual. 
 
The Act further defines 'sensitive personal data' which has extra requirements in the 
Act to ensure compliance. 
 
Sensitive personal data is defined as personal data consisting of information as to:  
 

 (a) the racial or ethnic origin of the data subject, 
 
 (b) political opinions, 
 
(c) religious beliefs or other beliefs of a similar nature, 
 
(d) whether a member of a trade union (within the meaning of the Trade Union 

and Labour Relations (Consolidation) Act 1992), 
 
(e) physical or mental health or condition, 
 
(f) sexual life, 
 
(g) the commission or alleged commission of any offence, or 
 
(h) any proceedings for any offence committed or alleged to have been 

committed, the disposal of such proceedings or the sentence of any court 
in such proceedings. 
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APPENDIX 3 - Step-by-step guide to registering as a Data Controller with ICO 
 

 Google ICO 

 Click on “Register” 

 Click on “Register now ->” 

 Having read the page, please click on “Register now>> 

 There then will appear a series of questions.  Below we have detailed the 
questions asked and the responses safeguarders should put:- 

 
Section 1 - About you 
 

Question  Response and any comment 
 

Organisation type       Other        

Please give details       Safeguarder    

Organisation name      Insert safeguarder’s name 

Address    Please note that this address will appear on the ICO’s 
public register so safeguarders may wish to put a c/o 
address.  Should safeguarders want to, they may use 
the address of the Safeguarders Panel Team which is:-  
 
Children 1st 
83 Whitehouse Loan 
Edinburgh 
EH9 1AT 
 
Should safeguarders wish to change the address 
entered at any time in the future, they simply have to 
email ICO or telephone the ICO helpline on 0303 123 
1113 (local rate) or 01625 545 745 (national rate) 

Trading names              Leave blank    

Public authority No 

Is your organisation a charity or 
have    exempt charitable status? 

No 

Does your organisation have more 
than 249 staff? 

No * 

Main contact details.  Please enter 
the details of the person who is 
responsible for the registration 

Please add your details. These will not be made public 
and will be used only by the ICO to enable them to 
contact the safeguarder in relation to their registration 
and any subsequent re-registrations.  Please, if 
possible, provide an email address as email is the ICO’s 
preferred method of contact.   

Tell customers how to contact you   This is optional and can be left blank 

 
* This enables the fee of £35 to be calculated.  Please note that this will be 
reimbursed to safeguarders by the Scottish Government upon submission of proof of 
payment to the Safeguarders Panel Team using the national Safeguarders Panel 
expenses claim form.  
 



September 2015 
 

18 
 

Section 2- Registration details  
 

Question  
 

Response and any comment 

Sector Other then Scottish Safeguarder  

Details about the information you 
process 

This will automatically populate.  Safeguarders should 
read this and ensure they agree with the nature of work 
description  

    
  Section 3 – Other obligations   
 

Question 
 

Response and comment 

Someone in my place of work is 
responsible for making sure we comply 
with the Data Protection Act 

As safeguarders are responsible for making sure 
they comply with the Data Protection Act 1998, 
safeguarders could answer ‘yes’ to this question 

Relevant people in my place of work have 
been trained in how to handle personal 
information 

Safeguarders should relate this question to 
themselves. Have they been trained in how to 
handle personal information?  If so, the answer is 
yes. 

When collecting personal information, we 
tell people how we will use it 

When safeguarders collect personal information, 
do they tell people how they will use it? If so, the 
answer is yes.  

We have a process in place so we can 
respond to requests for the personal 
information we hold 

Do safeguarders have a process in place so they 
can reply to requests for the personal information 
they hold? If so, the answer is yes.    

We keep records of people's personal 
information up to date and don't keep it 
longer than necessary 

Do safeguarders keep people’s personal 
information up to date and not keep it longer than 
necessary. If so, the answer is yes.  

We have measures in place to keep the 
personal data we hold safe and secure 

Do safeguarders keep people’s personal 
information up to date and not keep it longer than 
necessary.  If so, the answer is yes.  

 
 

 There then follows a confirmation screen summarising the information inputted 
with a declaration at the bottom of it. 

 

 Finally, payment is required.  As mentioned above, that the registration fee will 
be reimbursed to safeguarders by the Scottish Government upon submission 
of proof of payment to the Safeguarders Panel Team using the National 
Safeguarders Panel expenses claim form.   
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APPENDIX 4 - How I will use your information 
 
 

 As a safeguarder I will have access to information about you by talking to you 
and other people and by reading reports.  This is to help me to write a report 
for the Children’s Hearing.   

 
 

 By law, I have to make sure that this information is kept and shared in a way 
which is safe and confidential. 

 
 

 I will only share information about you with people who have a right to know. 
 
 

 However if I receive information about a child protection or adult protection 
concern, or information about a crime, it is my duty as a safeguarder to report 
this. 

 
 

 To make sure I am carrying out my role in the best possible way, there are 
people who might need to see the reports that I have written. They work for 
the Safeguarders Panel Team and cannot share information about you. If you 
do not want your report to be seen for this purpose, please let me know and I 
will make sure this doesn’t happen. 

 
 

 The information I will have will be YOUR information and you will be able 
to look at it at any time by simply asking me. 

 
 

 If you want to know anything else about your information or what I do 
with it, please ask me at any time or contact the Safeguarders Panel 
Team on 0345 60 44 296. 
 
 

 For more information on Safeguarder Confidentiality and Standards, 
please visit the website at: 

 
 
http://www.children1st.org.uk/what-we-do/our-services/search-our-
services/safeguarders-panel/for-children-and-families 
 
 
 
 
 
 

http://www.children1st.org.uk/what-we-do/our-services/search-our-services/safeguarders-panel/for-children-and-families
http://www.children1st.org.uk/what-we-do/our-services/search-our-services/safeguarders-panel/for-children-and-families
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APPENDIX 5 - Practical guidance on how to operate the encrypted memory 
stick 

 
SDMS encrypted flash memory device operating instructions 
 
On first use: 
 
1. Insert the USB into the computer and open “my computer”.  You will see a new 

“CD/DVD drive” and a new “hard disk drive”. 
 
2. Double click on the CD/DVD drive and then double click on the icon 

“Lock233_8ch” 
 
3. You will be prompted to put in your password.  This has to be a minimum of 8 

characters.  It must contain at least one alpha character, one numerical 
character and one special character (! ” £ etc.). 

 
4. Tab to the next section and type your password in again. 
 
5. Tab to the next section and type in a hint.  You will not be able to use the 

password as your hint. 
 
6. You will now be presented with a new screen. 
 
7. Click on the “padlock” icon. 
 
8. Type in your password and click on the “tick” icon. 
 
9. If you have used the correct password you will see a message “Secure Drive 

is Now Accessible”. 
 
10. To access the “secure drive” which may now be called “AES_Disk” you need 

to open “My Computer” and double click on the relevant drive. 
 
11. If you put the password in incorrectly 10 times the device will be locked. 
 
12. To unlock the device it will need to run on a computer on which the operator 

has Administrator privileges. 
 
13. Once unlocked start at instruction 1. 
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APPENDIX 6 - Practical guidance on setting up a CJSM email account 
 

 
1. Safeguarders should type www.cjsm.net in to their web browser.  
 
2. Safeguarders will be presented with the screen below. Click the ‘Apply now’ 

button. 
 

 
 
3. When safeguarders select ‘Apply Now’, they will be presented with the screen 

below which should be completed as follows:  
 
Email Address: Safeguarders should enter their email address  
e.g. john.smith@gmail.com 
 
Organisation Name: Safeguarders should enter their full name and put in brackets 

“(Safeguarder)”  
 
      Parent Organisation Name: Safeguarders should enter ‘Scottish Children’s 

Reporters Administration’  
  
      Click ‘Submit’.    

 

http://www.cjsm.net/
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4. Safeguarders will receive an email to the address they supplied in the previous 
step.  If safeguarders are using an internet based email account such as @gmail, 
@yahoo, @btinternet, @aol, etc the email will indicate that the organisation is 
already registered.  This is because the domain name safeguarders entered 
(whoever provides their email account) has been recognised as an existing CJSM 
account holder.   

 
     The email will look like the below example.: 
 

 
 
 
5. Click the link located in the email. 
 
     There will be a significant delay once safeguarders click on the link and it can take 

up to 10 minutes to take safeguarders to the next screen.  
 
Note: if for any reason safeguarders are taken back to the previous screen (step 3) 

or they get an error screen as below this indicates the link has become 
broken.   

 

 
 
To get to the next step safeguarders can either manually copy and paste the link 
from the email into their web browser to proceed or re-enter their details into the 
joining screen to generate a new email with a fresh link.       
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This is a known issue that CJSM are investigating.  
 
6. After launching the link in the email, safeguarders may be taken to a screen that 

asks them to select their organisation from a displayed list.  
 
     Click ‘Not on list’ to proceed to the next page.  
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7. Next, safeguarders will be asked ‘Is your Mail Server Located on your 
Organisation Premises’ Click ‘No’ to proceed to the Mailbox application.  

 

 
 
 
8. Safeguarders should read the description of the Mailbox application and when 

ready, click on the ‘Make Mailbox Application’ tab located at the bottom. 
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9. Safeguarders are now at the Mailbox Application set up screen (1 of 3)  

 

 
 
Safeguarders should find their home address using the Postcode lookup tab, 
alternatively, type it in manually. 
 
CJ Area: Use the drop-down menu to select the geographical area of ‘Scotland’ 
from the list. 
 
Practice Area: Use the drop-down menu to select ‘Other – Scotland’  
 
Leave the marketing code blank and click ‘Next’ 
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10. Safeguarders are now at the Mailbox Application set up screen (2 of 3)  
 

 
 
     
Safeguarders should enter their personal details within the ‘Applicant’ section.    
 
Under ‘Organisation Administrator’ click ‘Use Applicant details’ to populate the 
fields with your details then fill out any blank fields, e.g. address, post code and town.  
 
 
For the ‘Abbreviation for your Organisation’ section enter ‘safeguarder’.  
 
This will result in safeguarders’ email addresses being made up with 

forename.surname @safeguarder.cjsm.net 
 
For example, Jimmy Jones’ email address will be:- 
 
jimmy.jones@safeguarder.cjsm.net  
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11. Safeguarders are now at the Mailbox Application set up screen (3 of 3) 
 
 Name: Enter your name  
 
 Position: Enter ‘safeguarder’ 
 
Select ‘Single user’ and then click on Download Terms & Conditions, which will 
display the Terms and Conditions in a new window.  
 
Please print a copy of the Terms and Conditions and then click on ‘Submit 
Application’ to complete the application. 
 
 
 

 
 
 
Please remember to print off and sign the Terms and Conditions and post 
these to:  
 
CJSM Administrator  
76 Hammersmith Road  
London  
W14 8UD 
 
Do not post these to the Manchester address that appears in the guidance.  
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The Terms and Conditions should be easily accessed by following the application 
process however if they are not, please:-  
 
click on http://cjsm.justice.gov.uk/terms.html 
click on ‘sole user’  
print off the terms and conditions 
complete the details at the bottom of the third page (signature etc) 
(Note: “Organisation” is the “Scottish Children’s Reporter Administration”) 
post to:-  
 
CJSM Administrator  
76 Hammersmith Road  
London  
W14 8UD 
 
If safeguarders do not sign and post the Terms and Conditions to the London 
address, their application will automatically fail. 
 
 
12. Safeguarders will receive an acknowledgement email to the address they 

supplied in the set up process.    
 

 
 
  

http://cjsm.justice.gov.uk/terms.html
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13.  In some instances safeguarders may receive an email from CJSM asking for 
further details. 

 

 
 
  Please respond to the email stating the following: 
 
“I am a Safeguarder who requires to communicate confidential information securely.  
I am sponsored by the Scottish Children’s Reporters Administration.  I am a single 
user who would like added to the CJSM Safeguarder List.” 
 
 
Once guidance has been completed: 
 
Within a few days (once CJSM has received and processed the Terms and 
Conditions), safeguarders should receive an email requesting further details about 
the sponsor (i.e. SCRA) the details for which are as follows: 
 
Primary Sponsor  
 
Sponsors Full Name – Bruce Knight  
Organisation Name – Scottish Children’s Reporter Administration  
Email Address – Bruce.Knight@scra.gsi.gov.uk  
Contact Number – 0300 200 1596  
Postal Address – SCRA Ochil, Springkerse Business Park, Stirling, FK7 7XE 
Position Held – SCRA Information Security & Technical Assurance Officer  
 
 
If however the request for the sponsor information is not received, safeguarders 
should contact CJSM to ensure the Terms and Conditions have been received. 
 
Once the details of the Primary Sponsor (as detailed above) have been provided to 
CJSM Administrator, they should send an email to safeguarders confirming that they 
are making contact with the Primary Sponsor.   
 
Shortly afterwards, CJSM should email confirmation that  the safeguarder’s 
application has been approved and that the username and password will be sent to 
the safeguarder by registered post, upon receipt of which, secure emails will be able 
to be sent and received. 
 

mailto:Bruce.Knight@scra.gsi.gov.uk
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Further help and support is available at: 
  
https://www.cjsm.net 
 
The CJSM Helpdesk is available on 0870 010 8535 between 08:00 and 19:00 
Monday to Friday, or email: cjsm.helpdesk@vodafone.com  
 
 
 
 
 
 
 
 

  

https://www.cjsm.net/
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APPENDIX 7 - Practice Standard 5: Confidentiality 
 
Standard 5 - CONFIDENTIALITY  

 
What:  

A safeguarder will maintain confidentiality and shall not disclose information 
unless in accordance with the law. 

 
Why:  

To respect peoples rights to privacy, in particular that of the child and family. 
To ensure that all safeguarders treat information carefully and not share it 
beyond when this is allowed and required by law. To avoid breaching people’s 
rights and causing distress to those affected by sharing information unlawfully, 
negligently or unintentionally.  
 

How:  
It is the responsibility of a safeguarder to ensure that:  

 

 any documentation given to the safeguarder in connection with a child by 
the reporter will be kept securely by the safeguarder and returned to the 
reporter on termination of the safeguarder’s appointment  

 

 information obtained by the safeguarder will not be disclosed to others, 
except  
-   as permitted by law 
-   information about any crime that a child or other person indicates he or 
she will commit or, concerns about child protection or adult protection in 
line with the policies and guidance relevant to safeguarders  

 

 information held electronically will be securely protected by him or her and 
in line with policies and guidance relevant to safeguarders  

 

 information is not disclosed in conversations in public places to others who 
have no right to know an individual’s details  

 

 the Safeguarders Panel Team and the Scottish Children’s Reporter 
Administration are informed immediately when the safeguarder has lost or 
mislaid information  

 

 at the end of the safeguarder’s appointment, all information held by the 
safeguarder in documentary or electronic format is returned as required or 
destroyed so that no information continues to be held unless the 
safeguarder can justify this in line with policies and guidance relevant to 
safeguarders  

 

 appropriate action is taken if a safeguarder is aware that there appears to 
be a breach of confidentiality due to another’s action or inaction.  

 
 
 


